UNITED BTATES MARINE CORPS

MLARIME TOAFD Ak RASER WEFTERM ARlA IL ToAD

B0 SO B
BANTA &M G FTTOR-2801 [
RBO 5211.7D
BR/29
13 Jul 98

i
AIR BASES ORDER 5211.7D

From: Commander
To: Discribution List

Subj: PRIVACY ACT

Ref: [a) SECHAVINST 5211.5D
(b) MCO P5211.2B
[c) MCO 5211.5

Encl: {1 Bules af Access
{2} Releasable Information on Military and Civilian
Employeas
{3} Sample Disclosure Sheat
{4} Content for Annual Report

1. Purpose. To provide procedures that govern the collection,
gafequarding, maintenance, use, access, amendment, and
dizsemination of perscnal informaticn in systems of records kept
by Marine Corps Air Bases Western Area (MCREWA).

2. Cancellation. ABD 5211,;5.

3. Summary of Revision. This Order is a complete revision and
should be read in its enticety.

4. Background

a. Per references [(a) and (b}, the Privacy Act was
established to give a greater control of the way records about an
individual are maintained and to eliminate needless intrusions of
personal privacy through the maintenance of records. The Privacy
Bct is applicable to all systems of records from which
information may be retrieved by name of the individual, by some
identifying number, symbol, or other identifying particular
assigned to or associated with an indiwvidual.

b. Any member or employee of the Marine Corps may be found
guilty of a misdemeanor and fined not mere than $5,000 for
willfully maintaining a system of records witheut first meeting
public notice requirements; discleosing information protected
under the Privacy Act to any unauthorized person or agency; or
pbtaining or disclosing information about an individual under
false pretenses.
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. Relationship between the Freedom of Information Act
[FOIA) and the Privacy Act

(1) The FOIA enables members of the public to cbtain
releasable records on the operation and activities of the
Executive Branch of the Federal Government. The maximum amount
of requested information is made available to the public unless
it falls within the nine exempted categories.

{2} Exemption (b} (&) of the FOIA ensures that there is
ne conflict with the Privacy Act and may be claimed when members
of the public request personal records on individuals. This
exemption protects the privacy of the individual from unwarranted
injury, and annoyance of publicity due to the release of personal
records (e.g., medical or personnel files).

(3] Not all requesters are knowledgeable of the
appropriate statutory authority to cite when requesting records
so care must be taken to correctly process raguests.

3. Information
a. Denial Authority. Per reference (b}, Commander MCABWA is

the Denial Authority for all systems of records maintained by the
MCABWA. The Chief of S5taff is also a Denlal Authority.

b. Privacy Act Coordinators. The Staff Judge Advocate
{5JA), MCABWA will appoint a Privacy Act Coordinator for MCABWA
commands, except for Marine Corps Air Station (MCAS] Yuma. The
Director, Law Center, MCAS Yuma will appoint a Privacy RAct
Coordinator for MCAS Yuma. The duties of the Privacy Act
Coordinator are as follows:

i1} Serve as the primary point of contact for
administration of the privacy program.

{2) Provide training on an as needed basis.

(3) Compile and prepare the annual report. The 3JA
MCABWR is responsible for submitting a consoclidated annual report
for MCABWA. The Privacy Act Coordinator located at MCAS Yuma
will submit records to tha SJA, MCABWA.

(4) Review requests for non-routine perscnal data and
provide a recommendation stating whether or not the disclesure is
in confliet with the Privacy Act.
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c. System Managers and Local Record Managers. System
managers and local record managers ({sometimes referred to as
custodians) are indicated in published record system notices
contained in reference (g¢) and OPNAV Instruction 5211 series,
Depending of the system of record, commanding officers can be
system managers or local record managers. Duties of systems
managers and local record managers are:

tl] Ensure that all personnel authorized access to the
system or engaged in the development of procedures for handling
records be informed of the regquirements of the Privacy Act.

{2) Determine the content and procedures for operating
the system.

{3) Ensure that no unpublished system of records on
individuals be maintained, and that no new or significantly
changed system exists without the required pre-publicaticn in the
Federal Register.

(4) Respond to requests from individuals for information
in the system. BReguests for non-routine perscnal data shall be
referred to the Privacy Act Coordinator.

(5) Maintain an accurate accounting of disclosures.

6, Accass and Notification Procedures

a4, Enclosure (1) states rules of access which a system
manager or local record manager should furnish to an individual
requesting access. It is generally advisable to require an
individual to make a request in writing; however, a service
member requesting to view his/her own service record book should
normally not be required to submit a request in writing.

b. A reguest for access shall be acknowledged within 10
working days if the request canncot be acted upcn within that time
period. If delay is anticipated, contact the Privacy Act
Coordinator immediately.

¢. The reguest cannot be considered if:

{1] The identity of the requester is not verified:

{2) The reguester did not furnish adequate information to
locate a record within a system; or
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{3) The request was forwarded to an official not having
custody or responsibility for the system of record concerned.

d. The local record manager or system manager will inform
the individual of the additional information needed or the
correct way of reguesting access. Not considering a reguest for
lack of information as ocutlined above 15 not construed to be a
denial of access. Only the Denial Authority may deny access to a
record. If in doubt, contact the Privacy Act Coordinator.

&, Faez may be charged only for direct cost of reproducticn
but shall automatically be waived when the cost totals less than
$15. BHeference (b) lists the fee schedule.

7. HAmendment of Records. Individuals have a right to reguest
that their records be amended by correction, deletion or other
changes. Amendments under the Frivacy Act are limited to factual
matters. Judgmental decisions shall be challenged via the Board
for Correcticon of Maval Records. Denials of amendment reguests
can only be by the Denial Ruthority. Hot considering a request
for lack of information is not construed to be a denial. If in
doubt, contact the Privacy Act Coordinator.

8. Collection of Perscnal Information. Reference (b} contains
information concerning policy considerations, Privacy Act
statament reguirements, mﬂndatury_?ersus voluntary collection and
specific instructions relative to requesting social security
numbers. See the Privacy Act Coordinateor if in doubt.

9, Disclosure

A. Basides disclosure of records to the individual to whom
the record pertains, disclosure may not be made of any record to
a third party, in absence of a written consent, unless disclosure
of the record is authorized under one or more of the conditions
cited as follows: “Need to know® DoD personnel, FOIA, routine
use, bureau of the census; statistical research or reporting,
national archives, civil or criminal law enforcement actiwvity,
emergency conditions, comptroller general, order of a court and
congrass and members of congress. Enclosure (2] contains
information releasable under FOIA for service members and
civilian employees. Enclosure (3) is a sample disclosure sheet.
Raefer all questions concerning disclosure to the Privacy Act

Coordinator.
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b. System managers and local record managers shall keep an
accurate accounting of the date, nature and purpose of each

disclosure of an individual's record to a person except as
follows:

(1) To DoD officials and employees for use in the
performance of their assigned duties.

(2} When the information is provided under the provisions
of the FOIA.

{3) When activities publish gross statistics and no
individual of the group can be identified.

c. Upen a request from the individual of the record, system
managers or local record managers must make available all
disclosures accounting information with certain exceptions. If
in doubt, see the Privacy Act Coordinator.

10. Action. Commanding officers, as system managers and/or
local record managers, will designate an official to safeguard
and manage access, amendments, and discleosure of records and to
keep a record of actions taken for purposes of the annual report.
Enclosure (4) indicates content for the annual report.

=

5. -
Chief of Staff

DISTRIBUTION: MCABWA: A
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THE PRIVACY ACT OF 1974
RULES OF ACCESS

1. Requests for access must be submitted in writing to:

Commandant of the Marine Corps (Indicate Office Code)
Headquarters, U.5. Marine Corps

2 Navy Annex
Washington, DC 20380-1775

or the system manager/local record manager as shown in the systems of records in the Federal
Register.

2. Individuals desiring to review records pertaining to themselves are urged to submit their
requests by mail or in person 10 days before the desired review date. Every effort will be made
to provide access more rapidly when necessary, however, records ordinarily cannot be made
available for review on the day of the requess. When the request iz (o0 provide the individual's
records directly to an authorized representative, other than the parent of a minor or legal
guardian, a signed authorization is required, specifying the records to be released,

3. Requests must contain certain information needed to locate and identify the record, e.g, full
name, social security mumbers, eic

4. Indication of when and where record may be reviewed.

5. When a request i3 made in person, the custodian will require presentation of identification
before providing an individual access to records pertaining to that individual. Acceptable forms of
identification are an identification card, base or building pass, driver's license, medical card, or
similar documents.

6. When a request is made by mail or other written form, verification of identity may be obtained
by requiring the individual to provide certain minimum identifying data, such as date of birth and
some items of information in the record which only the concerned individual would likely know.

7. Individuals may be accompanied by a person of their own choosing when reviewing the
records, however, the custodian will not discuss the record in the presence of the third person

without the written authorization of the individual to whom the records pertains. The following
conditions also apply:

Figure 4-1.--Rules of Access to Title Records.

4-10
EMCLOSURE (1)
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THE PRIVACY ACT OF 1974

F

a. Do not deny access to an individual who is the subject of a record solely for refusing to
divulge their social security number, unless it is the only means of retrieving the record or
verifying identity.

b. Do not require the individual to explain why the record is being sought under the Privacy
Act.

8. When requested, copies of the record will be provided and the response may be made by mail
9. A medical record will not be released to the individual if in the judgment of a physician, the
information contained therein could have an adverse effect on the individual's physical or mental

well-being. In this instance, the individual will be asked to provide the name of a personal
physician, and the record will be provided to that physician.

10. Questions concerning these rules of access or information contained in the record should be
addressed to that record's system manager as published in the Federal Register.

Figure 4-1.—Rules of Access to Title Records—Continued.

4-11
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THE PRIVACY ACT OF 1974

RELEASABLE INFORMATION ON MILITARY
Name
Grade
Date of Rank
Duty Status at Any Given Time
*Present and Past Duty Station
*Future Assignments that are Officially Established
*Office or Duty Telephone Numbers
Source of Commission

Attendance at Professional and Military Schools (Major Area of Study, School, Year of
Graduation and Degree)

Promotional Sequence Number

Decorations and Medals

NOTE: Items listed above are not all inclusive of information that may be releasable.

*See paragraph 11000.6 for additional guidance on release of official or duty station
addresses and telephone numbers,

Figure 11-1 --Releasable Information on Military.

11-9
1 ENCLOSURE (2)
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THE PRIVACY ACT OF 1974

RELEASABLE INFORMATION ON CIVILIANS
Name
Present and Past Position Titles
Present and Past Grades
Present and Past Salaries
Gross Salary

Present mﬂpmdl:fynninu{whichhdmnmmmml,lhnpdnﬁguﬁmnmﬁu
identifying information regarding buildings or places of employment)

Disclosure of other personal information pertaining to civilian employees shall be made in
accordance with the Federal Personnel Manual, Chapter 294, subchapter 7.

Figure 11-2.~Releasable Information on Civilians.

11-10
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THE PRIVACY ACT OF 1974

1IZTan aF JRans = PESWRLT BT HH b " ST s TR e . ]
L P T I 1 e L T T T T N T I VU T U TT (R eere———— T - L il e
— —

UNAUTHORIZED DISCLOSURE OF PERSONAL INFORMATION FROM
THIS AECORD COULD SUBJECT THE DISCLOSER TO CRIMINAL PEMALTIES

1, Thei P o b e § AR Y O T RN o 1
R n Pmeserey rw Dad @ DA e et b S
L e pmers mmip 36 SIS RE TS TR REST Br meR s TR EmEe s P e aereweew e weses pr e
A e O T i i ———— By B P amay re L Dl A Grew - e Y

e omewr rmechep e adiordD dF T Sl Ak v i el T EE 0
—_— = —_—
T Tl & SUECRLATLOR GF ABESAD

| — e -
matiaf WETADS OF WAME & ADDAEDE OF FEREON OF AGLACTY T WHOW
BUZLETUAE 1 oEcLasuEd FIRPCE O AUTHORITY BISCLANED, WITH SIEMATURE | MADK 1N

Figure 7=l,=-=Racord of ODlsclosucd,

T=11

EMCLOSURE (3)




ABO 5211.20

THE PRIVACY ACT OF 1874
PRIVACY ACT - ANNUAL REPORT
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Figure 12-1.—Content for Annual Report.
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ATR BASE OBDER 5211.ZD
Jubj: FRIVACY ACT
1. BAir Base Order 5211.20 dated 13 Jul 98 was inadvertently
printed with incorrect Air Base Order number “5:211.2D0%. It
should read "5211.10%. Alsa, paragraph 2, showld reflect
*5211.1C" wiece “5211.2C7.
£. File this Erratum immediately behind the sigmature page of
the basic order.

PISTRIBUTION: MCAS: A



